
Server Chapter 7: Security (Part 2)

Auditing   
Pages 621-627

Click Start, Run, and enter GPEDIT.MSC to open Group Policy.  
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To Open an Existing Database

1. Right-click the Securty Configuration and Analysis scope item
2. Click Open Database
3. Select a database, and then click Open

To Create a New Database

Right-click the Security Configuration and Analysis scope item
Click Open Database

Type a new database name, and then click Open

Select a security template to import, and then click Open
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The nine areas are

· Account Logon refers to user accounts only
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Account Management includes adding and deleting accounts and changing passwords or other account properties

· Directory Service Access refers to Active Directory
· Logon refers to user logons and network connections

· Object Access to a file, folder, or printer

· Policy Change: changes to security policy, user rights, or audit policies
· Privilege Use: user rights like changing the time or shutting down a server
· Process Tracking: actions performed by a program
· System: server started or stopped, or security log full and entries discarded
Security Log Properties as shown on the right can be opened from Event Viewer by right-clicking System Log and selecting Properties.
The Filter tab helps you find events of interest when viewing the log.
Encrypting File System (EFS)  
Pages 628-632
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To encrypt a file, click the Advanced button in file or folder Properties on the General tab, and check the Encrypt contents to secure data tab

· EFS prevents a hard drive removed from one computer from being opened in another computer, because the encryption key is only available on the original computer
· EFS applies only to local access, because the packets transferring a shared file over the network are not encrypted by it (you would have to implement another encryption protocol like IPSec for that)

· You cannot encrypt and compress a file at the same time

· Encryption does not protect a file from being deleted – you need NTFS permissions for that

· CIPHER encrypts or decrypts files from the command-line

· Encrypted Files that are moved or copied to any NTFS partition stay encrypted

· Encrypted Files that are moved or copied to any FAT partition lose their encryption

· I was able to open an encrypted file by copying it to a floppy
· The Recovery Agent can open encrypted files, by default the Administrator is the Recovery Agent

Security Configuration Tool Set   
Pages 632-640

Notes:

· By default, Windows 2000 applies basicwk.inf, basicsv.inf, or basicdc.inf  to newly installed Windows 2000 machines

· No security template is applied to a machine that is upgraded to Windows 2000
· Compatws.inf is the Security template that makes sure legacy applications will run on Windows 2000

· The High Security templates hisecdc.inf and hisecws.inf require Windows 2000 or greater on all machines.  If you have older operating systems like Win NT or Win 9x in the network, use Compatws.inf.
Security Configuration and Analysis is a MMC snap-in (step-by-step to open it is on pages 634-635)
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