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	Topic:
	User Accounts and File Sharing (Pro Chapter 2)

	Scenario:
	You are working at a small business, and it is your job to set up security on the computer network.  The company has three user accounts Phone Operator, Supervisor, and Technician.  The company needs 3 shared folders: Phone Logs, Personnel Records, and Software.  The folders will all be on one machine named the Data Repository.  There will be another User Machine to test the networking.  Use a total of two machines.

	Rules:
	You have to work together, and stick to your own jobs:

· The Supervisor can only read these instructions and tell the other group members what is required.  The Supervisor cannot use the book or a computer.
· The Consultant can use the textbook, Web sites, or any other source of information, but cannot use any machine but the Data Repository.
· The Technicians should do all the hands-on computer work they can, and they must do all the work in the User Machine. 

	Requirements:
	1. Create the three user accounts: Phone Operator, Supervisor, and Technician on both computers.

2. Set up the three shared folders on the Data Repository.
3. Set up the sharing permissions so that:

a. Phone Operator can access the Phone Logs, use but not modify the Software, and can not access the Personnel Records.

b. Supervisor can access the Phone Logs and the Personnel Records, and use but not modify the Software.

c. Technician can access all the folders without restriction.

4. Make a Network Diagram of the accounts, passwords, folders, machines, and permissions.

	
	When you have configured your network and tested it, the Supervisor should make sure that Data Repository is logged in as Technician, and that the User Machine is logged in as Phone Operator, and take the Network Diagram to the teacher for review.
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Phone Op:	______


Supervisor:	______


Technician:	______
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