Pro Ch 6a: Networks and Netware
Q1: What is a LAN?
A1: A LAN (Local Area Network) is a network of computers near one another, usually in the same or neighboring buildings



Q2: What is a WAN?
A2: A WAN (Wide Area Network) connects LANS that are far apart, usually over long-distance telephone connections



Q3: What are typical LAN and WAN network speeds?
A3: LANs (10-1000 Mbps) are typically faster than WANs (56 Kb/sec to 10 Mb/sec)



Q4: Do all the computers on a network have to be PCs?
A4: No. Networks often have PCs, UNIX, Macintosh, and Novell machines all sharing the same resources



Q5: What is a Peer-to-Peer Network, and when is it recommended?
A5: A network with no server, called a Workgroup in Microsoft terminology. Not recommend for more than ten computers.



Q6: What is a Client-Server Network, and when is it recommended?
A6: A Client-Server network has clients using a desktop operating system such as Win 2000 Pro and one or more Servers run a server operating system such as Win 2000 Server. Client-server networks are necessary if you want to use advanced networking capabilities such as Active Directory, and are recommended if you have more than ten computers on the network.



Q7: What is NWLink?
A7: NWLink is a protocol used on Windows machines to connect to machines using NetWare.



Q8: What is IPX?
A8: IPX (Internetwork Packet Exchange): An addressing protocol that assigns numbers to computers, printers, and other network nodes



Q9: What is SPX?
A9: SPX (Sequenced Packet Exchange): Provides reliable delivery of IPX packets through sequencing and acknowledgements



Q10: What is RIPX?
A10: RIPX (Routing Information Protocol over IPX): announces the existence of routers to the network



Q11: What is an API?
A11: An Application Programming Interface (API) is a tool used to build programs



Q12: What is NetBIOS?
A12: NetBIOS (Network Basic Input Output System): An API that augments the DOS BIOS by adding special functions for local-area networks (LANs)



Q13: What is WinSock?
A13: WinSock (Windows Sockets): An API for Microsoft Windows programs, usually used with TCP/IP



Q14: What interoperability does a Windows 2000 computer running NWLink have?
A14: Windows 2000 running NWLink can connect to client/server applications running on a Netware server



Q15: What interoperability does a Windows 2000 computer running NWLink and Client Service for NetWare have?
A15: Windows 2000 running NWLink and Client Service for NetWare can connect to Netware file and print servers



Q16: What interoperability does a Windows 2000 computer running NWLink and Gateway Services for NetWare have?
A16: Windows 2000 running NWLink and Gateway Services for NetWare can connect to Netware file and print servers



Q17: What interoperability does a NetWare client running IPX with NetBIOS have?
A17: NetWare client running IPX with NetBIOS, Named pipes, or Windows Sockets can connect to computers running Windows 2000 (with NWLink) running IPX-aware applications such as SQL Server



Q18: What has to be added to a Windows 2000 print server to enable a NetWare client running IPX to use it? 
A18: NWLink and File and Print services for NetWare: NetWare client running IPX can connect to computers running Windows 2000 Server (with NWLink and File and Print services for NetWare) for file and print services



Pro Ch 6b: IP Addresses

 Q1. What IP addresses are in class A?
A1. Class A: First octet from 1 to 126



Q2. What IP addresses are in class B?
A2. Class B: First octet from 128 to 191



Q3. What IP addresses are in class C?
A3. Class C: First octet from 192 to 223



Q4. What IP addresses are in class D?
A4. Class D: First octet from 224 to 239



Q5. What IP addresses are in class E?
A5. Class E: First octet from 240 to 254



Q6. What class A IP addresses are reserved to be used in private networks?
A6. 10.0.0.0 through 10.255.255.255 are reserved to be used in private networks



Q7. What class B IP addresses are reserved to be used in private networks?
A7. 172.16.0.0 through 172.31.255.255 and 169.254.0.1 through 169.254.255.254 (reserved for Automatic Private IP Addressing)



Q8. What class C IP addresses are reserved to be used in private networks?
A8. 192.168.0.0 through 192.168.255.255 are reserved to be used in private networks



Q9. What is the loopback address?
A9. Network number 127 is reserved for loop-back tests. 



Q10. What class is 15.166.2.192 in?
A10. Class A: First octet from 1 to 126



Q11. What class is 125.166.2.192 in?
A11. Class A: First octet from 1 to 126



Q12. What class is 126.168.2.192 in?
A12. Class A: First octet from 1 to 126



Q13. What class is 127.166.2.192 in?
A13. Network number 127 is reserved for loop-back tests. 



Q14. What class is 128.168.2.192 in?
A14. Class B: First octet from 128 to 191



Q15. What class is 129.166.2.192 in?
A15. Class B: First octet from 128 to 191



Q16. What class is 190.166.2.192 in?
A16. Class B: First octet from 128 to 191



Q17. What class is 191.166.2.192 in?
A17. Class B: First octet from 128 to 191



Q18. What class is 192.166.2.192 in?
A18. Class C: First octet from 192 to 223



Q19. What class is 193.166.2.192 in?
A19. Class C: First octet from 192 to 223



Q20. What class is 192.168.2.192 in?
A20. 192.168.0.0 through 192.168.255.255 are reserved to be used in private networks



Q21. What class is 222.166.2.192 in?
A21. Class C: First octet from 192 to 223



Q22. What class is 223.166.2.192 in?
A22. Class C: First octet from 192 to 223



Q23. What class is 224.166.2.192 in?
A23. Class D or E: First octet 224 or higher



Q24. What class is 225.166.2.192 in?
A24. Class D or E: First octet 224 or higher



Q25. What class is 239.168.2.192 in?
A25. Class D or E: First octet 224 or higher



Pro Ch 6c: TCP/IP Subprotocols

Q1. Describe TCP
A1. TCP (Transmission Control Protocol) is a Transport layer protocol that provides reliable connection-oriented full-duplex transport.



Q2. Describe UDP
A2. UDP (User Datagram Protocol) is a connectionless Transport layer protocol that provides best-effort delivery.



Q3. Describe FTP
A3. FTP (File Transfer Protocol) is an Application layer protocol and provides connection-oriented file transfer functions.



Q5. Describe SMTP
A5. SMTP (Simple Mail Transfer Protocol) is an Application layer protocol used to send e-mail. 



Q6. Describe POP3 and IMAP
A6. POP3 and IMAP: While SMTP is used to send email, both the Post Office Protocol and the IMAP are use used to retrieve e-mail, the main difference between these two protocols is that POP3 can be used to access the "Inbox" folder only, the more complex IMAP4 can be used to access every server-based messaging folder (sent items, deleted items etc) hence eliminates the need for a local repository.



Q7. Describe HTTP
A7. HTTP (HyperText Transfer Protocol) is an Application layer protocol used for transferring World Wide Web documents 



Q8. Describe HTTPS
A8. HTTPS can be used in exactly the same way as the HTTP protocol. The differences are that HTTPS uses a default port number of 443 and that HTTPS uses SSL (Secure Socket Layer) to sends data in encrypted form. 



Q9. Describe TELNET
A9. TELNET is an Application layer protocol that provides terminal emulation



Q11. Describe ICMP
A11. ICMP (Internet Control Message Protocol) is a Network layer protocol that travels in IP packets and is used for sending information and control messages back to the source. It is used by PING.



Q12. Describe ARP
A12. ARP (Address Resolution Protocol) is used to discover a MAC address (layer 2) from an IP address (layer 3)



Q13. Name two common Transport layer subprotocols
A13 TCP and UDP



Q14. Name a connectionless Transport layer subprotocol
A14 UDP (User Datagram Protocol) is a connectionless Transport layer protocol that provides best-effort delivery.



Q15. Name a reliable connection-oriented Transport layer subprotocol
A15 TCP (Transmission Control Protocol) is a Transport layer protocol that provides reliable connection-oriented full-duplex transport.



Q16. Which subprotocol provides connection-oriented file transfer?
A16 FTP (File Transfer Protocol) is an Application layer protocol and provides connection-oriented file transfer functions.



Q17. Which subprotocol provides connectionless file transfer?
A17 TFTP (Trivial File Transfer Protocol) is an Application layer protocol that provides connectionless file transfer functions.



Q18. Name three subprotocols used to handle e-mail
A18 SMTP, POP3, and IMAP



Q19. What one subprotocol is used to send e-mail?
A19 SMTP (Simple Mail Transfer Protocol) is an Application layer protocol used to send e-mail. 



Q20. What two subprotocols are used to receive e-mail?
A20 POP3 and IMAP: While SMTP is used to send email, both the Post Office Protocol and the IMAP are use used to retrieve e-mail, the main difference between these two protocols is that POP3 can be used to access the "Inbox" folder only, the more complex IMAP4 can be used to access every server-based messaging folder (sent items, deleted items etc) hence eliminates the need for a local repository.



Q21. What subprotocol is used for transferring World Wide Web documents?
A21 HTTP (HyperText Transfer Protocol) is an Application layer protocol used for transferring World Wide Web documents 



Q22. What subprotocol is used for transferring World Wide Web documents in an encrypted form?
A22 HTTPS can be used in exactly the same way as the HTTP protocol. The differences are that HTTPS uses a default port number of 443 and that HTTPS uses SSL (Secure Socket Layer) to sends data in encrypted form. 



Q23. Name a subprotocol that provides terminal emulation
A23 TELNET is an Application layer protocol that provides terminal emulation



Q25. What subprotocol is used by PING?
A25 ICMP (Internet Control Message Protocol) is a Network layer protocol that travels in IP packets and is used for sending information and control messages back to the source. It is used by PING.



Pro Ch 6d: TCP/IP Ports and Subnet Masks

Q1: What port does FTP use?
A1: Port 21 for control, and Port 20 for data 



Q2: What port does SMTP use?
A2: Port 25



Q3: What port does POP3 use?
A3: Port 110



Q4: What port does IMAP4 use?
A4: Port 143



Q5: What port does HTTP use?
A5: Port 80



Q6: What port does HTTPS use?
A6: Port 443



Q7: What port does TELNET use?
A7: Port 23



Q8. What is the default subnet mask for Class A IP addresses?
A8 The default subnet mask for class A addresses is 255.0.0.0



Q9. What is the default subnet mask for Class B IP addresses?
A9 The default subnet mask for class B addresses is 255.255.0.0



Q10. What is the default subnet mask for Class C IP addresses?
A10 The default subnet mask for class C addresses is 255.255.255.0



Q11. What is the default subnet mask for an IP address of 99.23.42.132?
A11 The default subnet mask for class A addresses is 255.0.0.0



Q12. What is the default subnet mask for an IP address of 164.23.42.132?
A12 The default subnet mask for class B addresses is 255.255.0.0



Q13. What is the default subnet mask for an IP address of 194.23.42.132?
A13 The default subnet mask for class C addresses is 255.255.255.0



Pro Ch 6e: TCP/IP Services

Q1: What are the two Name Resolution services that run on servers and translate computer names to IP addresses?
A1: Domain Name System (DNS) for domain names like www.microsoft.com, and Windows Internet Name Service (WINS) for NetBIOS names like Win7 or Instructor.



Q2: What are the two Name Resolution files on the local machine that are used to translate computer names to IP addresses?
A2: HOSTS for domain names like www.microsoft.com, and LMHOSTS for NetBIOS names like Win7 or Instructor.



Q3: Where are the HOSTS and LMHOSTS files stored on a Windows 2000 system?
A3: LMHOSTS and HOSTS are stored on the local machine in the %systemroot%SYSTEM32DRIVERSETC folder



Q4: How can you terminate the current DHCP lease and get a new IP address?
A4: Open a Command Prompt window. Enter IPCONFIG /RELEASE, and then enter IPCONFIG /RENEW



Q5: What is a VPN?
A5: Virtual Private Networks (VPN) allow you to connect to a server on your LAN over the Internet



Q6: What two protocols are used for VPNs by Windows 2000?
A6: Point-to-Point Tunneling Protocol (PPTP) is the older Microsoft technology, and Layer Two Tunneling Protocol (L2TP) is the newer and more secure one



Q7: What is a line protocol?
A7: Line protocols encapsulate LAN protocols so they can be transported over the telephone system



Q8: What two line protocols are supported by Windows 2000?
A8: Windows 2000 supports Serial Line Internet Protocol (SLIP) is supported as a client only, and Point-to-Point Protocol (PPP) is supported for both clients and servers.



Q9: What is SLIP?
A9: Serial Line Internet Protocol (SLIP) is the older line protocol. It supports TCP/IP only, does not support DHCP, has no error detection or encryption.



Q10: What is PPP?
A10: Point-to-Point Protocol (PPP) is the newer line protocol, supports many LAN protocols, DHCP, encryption and error-detection.



Q11: What is PAP?
A11: Password Authentication Protocol (PAP) is used to authenticate dial-up users. It uses clear-text passwords and is the least secure method.



Q12: What is SPAP?
A12: Shiva Password Authentication Protocol (SPAP) is used to authenticate dial-up users. It is used by Shova remota access servers



Q13: What is CHAP?
A13: Challenge Handshake Authentication Protocol (CHAP) is used to authenticate dial-up users. It uses secure authentication based on MD5 encryption.



Q14: What is MS-CHAP?
A14: Microsoft CHAP is a more secure version of Challenge Handshake Authentication Protocol (CHAP). It is used to authenticate dial-up users.



Q15: What is MS-CHAP v2?
A15: Microsoft CHAP v2 is a more secure version of Microsoft Challenge Handshake Authentication Protocol (MS-CHAP). It is used to authenticate dial-up users.



Q16: What is EAP?
A16: Extensible Authentication Protocol (EAP) is used to authenticate dial-up users. In EAP, client and server negotiate an authentication method.



Q17: What four services does a computer with a shared Internet connection provide to the other computers on its LAN?
A17: DHCP server, DNS server, Gateway to the Internet, Network Address Translation



Q18: Can DHCP clients be on a different subnet than the DHCP server?
A18: Only if the router is RFC 1542 compliant, or if there is a DHCP Relay Agent on the same subnet as the DHCP Clients



Q19: What is BOOTP?
A19: The Bootstrap protocol (BOOTP) is an established TCP/IP standard for host configuration that precedes DHCP. Windows 2000 DHCP servers respond to both BOOTP and DHCP requests.
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